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Abstract— In the article assessment of the possibility of use and usability of USB 2.0 interface
in IT devices used for classified information processing to minimize the risk of electromagnetic
eavesdropping has been made. In those devices the aim is to minimize the level of radiated emis-
sions via radio path, in which there is a high probability of interception by unauthorized persons
and reproduction of conveyed information. The article has focused on revealing the possibility of
eavesdropping of radiated compromising emanation during data transmission through USB 2.0
interface. For that purpose a comparative analysis of signal occurring directly on transmission
line of USB 2.0 port has been made as well as its equivalent received by FSET 22 receiver as
radiated emission. For the analysis signals generated by transmission lines of USB 2.0 port have
been used. They were obtained as a result of measurements directly on transmission line and at
the output of envelope detector of FSET 22 receiver received as radiated emission.

1. INTRODUCTION

Because of the fact that nowadays a big emphasis is put on classified information protection, modern
IT devices and communication systems [10–13] are required not to pose a threat of interception
of this kind of information. In this case loss of confidentiality might occur as a result of using
electromagnetic emissions arising during operation of IT devices to intercept classified data. In
this kind of devices a big emphasis is put on minimization of compromising emanation via radiated
path. A particular threat of radiation of compromising signals via radio path is made by modern
broad-band telecommunications interfaces such as: USB 2.0, USB 3.0, Ethernet etc.. In this study
assessment of the possibility of use and usability of USB 2.0 interface in IT devices assigned for
classified information processing has been made as well as a procedure of testing IT devices equipped
with USB 2.0 interface has been suggested which aim is to assess the possibility of conducting
electromagnetic eavesdropping of this type of devices.

2. OPTIMIZATION OF BINARY TESTING SEQUENCE FROM THE PERSPECTIVE OF
MAXIMIZATION OF LEVEL OF RADIATED COMPROMISING EMANATION

A form of signal course directly on transmission line has a direct influence on the level of partic-
ular spectrum components of radiated emission from USB 2.0 received by eavesdropping receiver.
That being so, for analyses aiming at assessment of the possibility of conducting electromagnetic
eavesdropping, such a form of binary information sequences was selected which were generated by
BTSG (binary testing sequence generator) transmission software operating at PC equipped with a
tested USB 2.0 port, which results in maximization of a level of particular components of frequency
spectrum of radiated emission. As a result of conducted tests and analyses it was determined that
particular components of signal spectrum on USB 2.0 transmission line have maximal levels of par-
ticular spectrum components of radiated emission only for binary information sequences generated
by BTSG, which after their processing by standard output systems of USB port generate periodic
binary stream on transmission line. To force periodic binary stream on transmission line, BTSG
should generate binary information sequence which after processing by standard output systems of
USB 2.0 port will cause occurrence of periodic binary stream on transmission line.

Significant processes of signal processing in USB 2.0 interface, which have influence on a form of
binary stream at its output include the process of bit stuffing and NRZI (non return to zero inverted)
linear encoding. Taking into account the influence of the above methods of signal processing on the
form of binary stream at output of USB 2.0 port, with the use of BTSG application it is necessary
to transmit of the following binary information sequences through USB 2.0 interface:

- sequence of logic 0s: 000000000000000000. . . ,
- sequence of logic 1s: 1111111111111111. . . ,
- sequence of logic 1s and 0s: 010101010101010101. . . .
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3. DETERMINATION OF DISTINCTIVE FEATURES OF SIGNALS OF RADIATED
COMPROMISING

In order to show the possibility of electromagnetic eavesdropping during data transmission through
USB 2.0 interface, measurements of signal spectrum occurring directly on USB 2.0 transmission line
during transmission of information data sequence generated by BTSG described in the previous
item of this article have been conducted. The measurements were carried out with the use of
laboratory stand, which block diagram is presented in Fig. 1. An analysis of frequency spectra
corresponding to particular sequences of information data generated by BTSG has allowed to
define distinctive features such as frequencies characteristic for radiated compromising emanations
generated by USB 2.0 port. In Fig. 2 a sample signal spectrum of radiated emission generated
by USB 2.0 interface during transmission of information data sequence consisting of logic zeroes
is presented. The conclusion resulting from the above spectrogram is that radiated compromising
emanation occurs at frequencies: 240MHz, 480MHz and 720 MHz.
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Figure 1: Block diagram of laboratory station for observation of signal occurring directly on transmission
line of USB 2.0 port and its equivalent received by eavesdropping receiver as radiated emission.

In a further part of the experiment FSET 22 eavesdropping receiver was retuned to particular
frequencies at which radiated compromising emanation occurs and then a comparative analysis of
signal occurring directly on USB 2.0 transmission line and its equivalent received by eavesdropping
receiver as radiated emission was made. For the comparative analysis signals generated by USB
2.0 port were used. They were received as a result of measurements directly on transmission line
and at the output of envelope detector of FSET 22 receiver as radiated emission. A sample display
of oscillograms matching information data sequence generated by BTSG consisting of logic zeroes
is presented in Fig. 3. The analysed time courses and their spectra were obtained as a result of
measurements conducted at measuring position, which block diagram is presented in Fig. 1. After
an initial comparative analysis large similarity of signals recorded directly on transmission line of
USB 2.0 port can be noticed (oscillogram of yellow colour in Fig. 3) as well as its equivalent received
by eavesdropping receiver as radiated emission(oscillogram of green colour in Fig. 3). The result of
the above observation proves the possibility of electromagnetic eavesdropping.

In Table 1 distinctive frequencies occurring during transmission of particular sequences of in-
formation data generated by BTSG was presented on which large correlation of signals occurring
directly on USB 2.0 transmission line was found as well as at the output of envelope detector of
FSET 22 receiver received as radiated emission.
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Figure 2: Frequency spectrum of signal during trans-
mission of logic zeroes.

Figure 3: Oscillogram for USB 2.0 interface during
transmission of information data sequence consist-
ing of logic zeroes. Yellow colour — directly from
interface transmission line. Green colour — signal
at output of amplitude detector of eavesdropping re-
ceiver tuned to frequency f = 240 MHz.

Table 1: Distinctive frequencies for compromising emanation generated by USB 2.0 port.

Information data sequence generated by FG . . . 111111. . . . . . 000000. . . . . . 010101. . .

Distinctive frequencies for compromising
emanation generated by USB 2.0 port.

34.29 MHz,
68.58 MHz,
102.87MHz

240MHz,
480MHz,
720 MHz

120MHz,
240MHz,
360MHz,

4. ASSESSMENT OF DEGREE OF ELECTROMAGNETIC LEAKAGE FROM USB 2.0
INTERFACE

In order to assess a degree of electromagnetic leakage from USB 2.0 interface a degree of similarity
between signal generated by USB 2.0 port received as a result of measurements directly on transmis-
sion line and at the output of envelope detector of FSET 22 receiver received as radiated emission
was calculated. The degree of similarity was calculated for signals recorded during transmissions
of particular test sequences of information data generated by BTSG discussed in the second item
of this article. As a measure of the leakage degree correlation coefficient was used. On the basis of
the studies it has been found that selection of an appropriate number of analysed signal samples for
calculating correlation coefficient has a significant influence on their value. In Table 2 dependence
of correlation coefficient value of signal recorded directly on transmission line of USB 2.0 interface
has been presented as well as for signal recorded at the output of envelope detector of FSET 22
receiver received as radiated emission in the function of signal sample amount. For the analysed
signals the biggest value of correlation coefficient was obtained for 8000 signal samples.

Table 2: Dependence of correlation coefficient value of signal recorded directly on transmission line of
USB 2.0 interface and for signal recorded at the output of envelope detector of FSET 22 receiver received
as compromising emanation in the function of signal sample amount.

Item no. Number of samples Correlation coefficient
1 500 0,6245
2 5000 0,6980
3 8000 0,6967
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5. CONCLUSIONS

The article has focused on showing the possibility of electromagnetic eavesdropping during data
transmission through USB 2.0 interface. For that purpose the comparative analysis of signal occur-
ring directly on transmission line of USB 2.0 port has been made as well as its equivalent received
by FSET 22 receiver as radiated emission. The conclusion from the conducted analyses is that:

- Using USB 2.0 interface for data transmission poses a threat of electromagnetic eavesdropping,
which negates the possibility of its usability in IT devices used for classified information
processing without using additional protections.

- A form of signal course directly on transmission line has a direct influence on the level of partic-
ular spectrum components of radiated emission from USB 2.0 port received by eavesdropping
receiver. That being so, for testing IT devices equipped with USB 2.0 interface aiming at
assessment of possibilities of conducting electromagnetic eavesdropping it is necessary to se-
lect such a form of binary information sequences generated by BTSG transmission software
operating on PC equipped with a tested USB 2.0 port, which results in maximization of the
level of particular components of frequency spectrum of radiated emission. Such sequences
include binary sequences consisting of: logic zeroes, logic ones and alternate sequences of logic
ones and zeroes.

- Binary information sequence generated by BTSG transmission line in the form of sequence
of logic zeroes causes radiated emission with maximal levels of particular components of fre-
quency spectrum.

- Correlation coefficient between signal recorded at the output of envelope detector of eaves-
dropping receiver FSET 22 as radiated emission and signal recorded directly on transmission
line of USB 2.0 interface can be successfully used as similarity measures between the above
mentioned signals during tests of IT devices equipped with USB 2.0 interface aiming at as-
sessment of possibilities of conducting electromagnetic eavesdropping.

- The radio path attenuation have a big influence on the compromising emanation level. The
attenuation can estimated using the radio-wave propagation modelling [1–9].
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